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BitWipe®

Advanced
Data Wipe Software

Completely

From Disk Drives & More. oS

/4

100% SECURE & CERTIFIED PRODUCT SUITABLE FOR PERSONAL, BUSINESS,
GOVERNMENT ENTITIES, LAW ENFORCEMENT, AND OTHER INSTITUTIONS.

DELETE “SENSITIVE AND CONFIDENTIAL" FILES,
DOCUMENTS, APP TRACES, INTERNET HISTORY, ETC.

This quick and safe data-wiping program ensures that no traces of destroyed data will ever be discovered. It
wipes files from all Windows PCs and external storage devices. The user-friendly interface makes it possible for
anyone to use this DIY software to completely delete files. You can erase private and sensitive digital information
using this tool, including identity documents, bank statements, pictures, movies, other personal files, app traces,
internet history, etc.

It's possible to recover data even if it's deleted! Thus, make sure it's removed permanently.

BITWIPE COMPLETELY WIPES DATA FROM NEARLY ANY DEVICE

7 Wipe Email Files & Browsing History @ Remove Volumes Data
e,

i) Cleans your sensitive email files and browsing = | Easily and safely delete logical drives or
history including cached images & files, volumes without damaging operating

cookies, and other site data permanently.

% Erase A Specific File or Complete Data

.A‘ Use two modes “Select File” or “Choose Add
Folder” to remove individual files or entire
folder data respectively.

10+ Storage Wiping Methods

& BitWipe comes with 10+ data wiping
techniques for writing sequences of Os & Ts.
like DoD, NATO, Peter Gutmann, etc.

system files and applications.

Delete Unused Space
7 ) The software erases the deleted files from the
free space present on your storage, making it
impossible to restore any sensitive data.

J=@©) Report & Certification
ﬁm After performing data wiping, it generates a

Saving log report that gives an assurance that
your data has been successfully wiped.

BITWIPE® SUPPORTED DEVICES
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ISO 27001 HAS TWO MAIN SECTIONS IN CONNECTION WITH BITWIPE

Section A.11.1.2: relates to IT equipment and states that, “all items of equipment containing storage media
shall be verified to ensure that any sensitive data and licensed software has been removed or securely
overwritten prior to disposal or re-use”.

Section A.8.3.2: relates to disposal of media and states that, “Media shall be disposed of securely when no
longer required, using formal procedures”.

BITWIPE® : ALSO COMPLIANT WITH THE FOLLOWING REGULATIONS

EUROPEAN UNION: Data deletion is done in accordance with the REGULATION OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL on the protection of individuals with regard to the processing of personal
data and on the free movement of such data (General Data Protection Regulation) [Document 52012PCOO0T1].
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52012PC0O011&from=en

UNITED STATES: Data media sanitation in compliance with NIST SP 800-88 rev 1
http://nvlipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf

GENERAL: Administrative / Privacy / Security policies in, PCI DSS, HIPAA and SOX require secure data removal.
BITWIPE ensures regulatory compliance with data destruction, reporting and auditing capabilities

MACHINE PREREQUISITES GLOBAL WIPE STANDARDS
Hard Disk : 50 MB of Free Space Zero (1 Pass)

RAM : Minimum 2 GB Random (1 Pass)

Processor : Intel® Core™ 2 Duo Wipe File - Simple (1 Pass)

Zero & Random (2 Passes)
Random & Zero (2 Passes)
Wipe File - Medium (2 Passes)
US Navy - MFM (3 Passes)

ISO CERTIFIED US Navy - RLL (3 Passes)

CPU E4600 @ 2.40CHz
2.39GHz Processor

US DoD / US Air Force (3 Passes)
i) Microsoft Cipher (3 Passes)
\ I‘ﬁ Q\ Bit Toggle (4 Passes)
;,mzm,g ;“ Wipe File - Secure (4 Passes)
s NATO Standard (7 Passes)
Peter Gutmann (35 Passes)

ISO 9001:2015
ISO/IEC 27001:2013
ISO/IEC 27701:2019

BITWIPE® KEY BENIFITS

Personalized High-Speed 100% Tamper-Proof Prevent Data Thefts Automate
Deletion Approach Erasure Deletion & Leakage Wiping Process
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